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Although in this period humanity passes through a relative economic crisis, we all agree that
our environment is that of a society of information and knowledge, based on communication
and teleactivity, one that is also called information society. Every new form of activity in the
information society has an associated informational component consisting in a software
program, an application, a system, etc. It is a certainty that in the new economic environment
it is necessary to adjust quickly to the opportunities of the market, through Business Process
Reengineering, adoption of Business Intelligence solutions, implementation of complex
automation applications like Enterprise Resource Planning. But, more than this, in, the
digital economy the stress is put on the *““label’, the “image”, the “brand™, and these features
that are associated to organizations may be obtained by the information audit processes. The
present study is focusing on the problem of information audit developed in one of the upper
forms of manifestation of the information society in the field of changing the ways of doing
business: Business Intelligence.
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Introduction

The development of the information and
communication technology, the larger and larger
use of Internet, adjustment of legislation to the
change in the nature of work in general, lead to
the creation of new business models and decision
support systems. In the new business
environment, an increasing number of businesses
integrate a certain form of Business Intelligence.
In time, many of the Business Intelligence
implementations have changed due to increasing
demands and the desire to adapt to the newest
technology, which entailed problems of
adaptation to the strategic objectives of business.
Until recently, Business Intelligence solutions
presented no real interest for auditors, as the audit
process was concentrated mostly on the financial
field and less on the operational information
within the organization. But in the late period all
changes rising in the business environment are
generating big risks for the organization, and
Business Intelligence may be considered a means

for reducing the general risk and a means of audit.

The main reason of change is that traditional
methods of auditing financial data of a client,
with the purpose of assessing the fidelity of
financial information and the conformity level for
the client are not satisfactory anymore [1].

Information audit may be considered a process

that identifies the necessary information to reach
the organizational objectives, checks the existing
information and identifies gaps, incoherence and
repetitions. In general, the inefficient aspects and
the problems are identified, thus improving the
information and the knowledge management
practice, especially in the intranet of an
organization. The goal of information audit [2] is
to identify the need for management knowledge,
to assess the present information resources, to
map the information flow within and between
administrative entities, to examine their activities
and tasks.

Concerning the audit of the Business Intelligence
solution, it represents the impartial examination,
the analysis and assessment of the state, value
and profitability of the Business Intelligence
components from the entire organization. The
Business Intelligence audit is based on the
rigorous analysis of operational practices,
methods, instruments, systems and products, of
the profitability of investments. At the same time,
there must equally be taken into account the
structure and quality of the Business Intelligence
investments. In  other words, Business
Intelligence elements are considered as a profit
center, being made a complete analysis of costs,
pointing out the structure of value and the
benefits. Also, changes of value, costs and
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benefits are assessed for a period of time [3].

Among the basic activities of the Business

Intelligence  solution,  (reporting, analysis,

statistics and exploitation, monitoring/alert and

provision of relevant information), the most

interesting activity for auditors is that of

information delivery for the final user [1]. The

need for audit of the Business Intelligence

solution may have different reasons, among

which are the following [4], [5]:

= assessment of the Business Intelligence
solution in order to determine whether it is
efficiently exploited;

= jdentifying the impact of the Business
Intelligence solution implemented in the
organization;

= problems in the real-time and accurate
transmission of information;

= poor trust of the business environment in the
efficient results of the Business Intelligence
solution;

= jdentification and understanding of the
changes that have to be made in order for the
Business Intelligence solution to become
available for a wider public;

= using the audit as a instrument in the
strategy management of implementation of
Business Intelligence  solutions (audit
recommendations may confirm the present
course and identify new opportunities and
specific initiatives of implementation).

= surpassing the limits of the traditional
development methods by identifying the
business risk associated with the investment
in the Business Intelligence solution and
putting forward of the best practices around
the technical architecture, the data
architecture and technology.

In order to reach maximum value, the Business

Intelligence audit has to be objective and follow a

series of strict recommendations. The best model

is the one used in the financial-accounting field,

which has rules applied to the information that

must be assembled and reported objectively.

With some small changes in the standard

financial terminology, the generally accepted

accounting principles might be applied to the

Business Intelligence [3].

2 Audit Management of a Business

Intelligence Solution

Efficient audit management is essential to any

program of quality management. The audit

management helps to ensure proactively the

quality by the measurement and improvement of

processes, procedures, and commercialized
products. In addition, the products and services
provided may be audited in order to ensure the
quality during the value chain (the function by
which an organization provides added value for
the products/services for the customers) [6]. The
audit management allows [6] the audit process to
be monitored (visualization, change, cancellation
/ reactivation, deleting, saving and reopening /
returning to the previous step) as well as
monitoring of recorded events, which may be
viewed, changed, deleted or cancelled at any
moment, according to the level of access of the
user.

An efficient audit management needs a
combination of people, processes and technology,
in order for the best results to be reached. But the
technology-based audit programs are not
sufficient. The best practice illustrated the
essential demands for the audit management
automated systems. Also, the necessary processes
and the human resources demands are identified
in order ensure that the regulations are met and
the risks are diminished. [7]
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Fig. 1. Integrated Compliance Process Control [7]

An efficient management system must ensure the
automation of the entire audit process and include
the integration of the following elements [7]:
corrective and preventive actions, change of
control, management and checking of
nonconformities, management  of  legal
documents/content, reports, personalized
analyses, training, appropriate intelligent
dashboard (figure 1).

The audit process of a Business Intelligence
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solution lasts between 15 and 30 days. It may be
achieved through the following stages (with
possible returns to previous stages): @ study

a) Planning study

e Obtaining approval from management
« Setting the audit objectives

« ldentifying the areas of auditing

« Formulation of the audit methodology
« Creation of the audit plan

planning, ® auditing and © issuing the audit
report (figure 2).

b) Execution of the Business
Intelligence audit

* Business

 Business processes

e Product development

» Organization capabilities

» Business Intelligence applications
« User satisfaction

c) Setting the audit report
* SWOT analysis
« Action plan

]
%/
=

Fig. 2. Stages of the Business Intelligence audit process

a.l. Obtaining approval from management.
Having the support of the head management is
one of the key factors for the success of the audit,
which may be applied to the general process of
creation and management of  Business
Intelligence components, or to the lowest target-
level of Business Intelligence. The head
management of the organization has to
understand first what are Business Intelligence
and what it means for the organization. At the
same time, it needs to understand what are the
products, principles, risks and realities and the
advantages and costs [8]. The support of the head
management means finding the means of a
auditing the Business Intelligence solution for the
organization of a line of reference in the
permanent monitoring of management. For this
purpose a program shall be set up for the
improvement of the Business Intelligence
solution within the organization [8].

The support of the head management is necessary
because accomplishing the audit needs time,
money and human resources. Gaining this
support ensures that the audit process is treated as
a corporative mandate and not as a departmental
challenge [7], and that the necessary resources
are identified for the success of the audit.
Calculation of the ROI (Return Of Investment)
index for the impact of the implementation of the
Business Intelligence solution might be a good
solution, but it is not a sufficient one (it entails
establishing a real value on the development of
Business Intelligence). Resources spent on
Business Intelligence must be assessed both in

terms of costs and as value of return, both at the
beginning and during the use of the solution. The
impact must be assessed on the long term,
considering both tangible and intangible factors
at different organizational levels.
a.2. Setting the audit objectives
During this stage, the organization defines
information related to objectives, goal and
criteria of audit [6]. In general terms, the audit of
a Business Intelligence solution helps in
identifying the position of the organization in
relation to the Business Intelligence solution, its
target objectives in connections to the latter, and
the means of reaching these objectives. Also, the
audit may be used to tackle a specific problem of
Business Intelligence or a problem faced by the
organization. Therefore, the following main
objectives of Business Intelligence audit to be
formulated at the organization’s level may be
enumerated [4] [9]:
= identifying the difference between the actual
and the desires situations for the purpose of
setting the scalability of the Business
Intelligence system;
= assessment of Business Intelligence
processes and systems for complete
adjustment to present and future business
demands;
= revision of the community of users involved
in the business in order to understand the
present needs in the area of key performance
indicators of the related business processes;
= verification of the use of the best practices to
be consistently applied to the project making,
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development and management of
implementations and Business Intelligence
environment;

= assessment of the opportunity of using
Business Intelligence instruments, by
creating a comprehensive image of the
architecture and infrastructure;

= verification of the information used in order
to identify any characteristics related to the
users’ information and satisfaction;

= revision of operational applications in order
to assess the support granted by the
organization to the Business Intelligence
solution;

= analysis of top-level benefit in order to
identify ways of transmission and protection
of information flows towards the
organizational management;

= assessment of the organizational
management in relation to the best practice

in the field;
= updating documentation on  Business
Intelligence solutions, processes,

environment and practices in order to pass at
the next level based on factual grounds;

= understanding the Business Intelligence
investment and the effort needed for its
upkeep;

= helping the development of a evolution plan
of the Business Intelligence solution.

a.3. ldentifying the areas of auditing

Identifying areas / processes / departments

covered by the audit means understanding

exactly the elements that are going to audited, the

data spread, the Business Intelligence system’s

Efficiency and
Effectiveness

infrastructure and construction. Among the most
important area covered by Business Intelligence
audit may be enumerated [9], [10]:

adjustment between the present and future
business objectives and the Business
Intelligence solution;

technological instruments and platforms
related to Business Intelligence;

Business Intelligence processes: analysis,
project making, development, production,
management of change, maintenance;

people and their skills: structure of the
organization’ users and their demands; the
way information produced corresponds to
the tasks and responsibilities of the people
that uses it (both the management and the
executive); users’ documentation concerning
the Business Intelligence system;

the way the system is supported by the
organization;

Business Intelligence architecture: data (the
way data are extracted from the source
systems) and data flows (source, stages,
warehouses); quality of data and information
(aspects of the business user); ETL
processes (Extract, Transform, Load), data
models (structure of cubes and aggregations),
data schemes; presentation (the way
information is visualized), interrogations,
reporting and analysis (time of response in
online analyses, as well as accuracy of the
resulting data); metadata management.

Each of the areas / processes / departments under
informational auditing must be analyzed
according to different dimensions (figure 3).

4 Responsiveness
and Compliance

Social Responsibility
and Accountability

Security
(Confidentiality,
Integrity and Availability)

Fig. 3. Dimensions of System Audit fll]

a.4. Formulation of the audit methodology
This stage involves the description of the steps

and processes of audit, along with the audit
guidelines and available instruments. The audit
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methodology in Business Intelligence includes a
well defined program for the use of the results of
the Business Intelligence audit. This is an action
program oriented on the improvement of the
Business Intelligence areas of the organization
[8]. Within this stage, @ clear policies,
procedures and key performance indicators are
set, which should be used in the assessment of
the Business Intelligence solution (business
drivers and essential aspects of Business
Intelligence components), ® is identified the
scale to be used for measurements (the industry
guidelines and the best practices grouped in
categories like a scale) and © the questions to be
asked in the assessment.

a.5. Creation of the audit plan

At this stage is created the audit team and the
action plan based on the elements identified
within the previous steps. The latter includes:
specification and building of audit demands;
establishing the cycle and frequency of audit;
allocation of audit teams based on preset skills;
setting the starting data and the periods of
execution. The action plan and the verification
lists are presented to the auditors, the audited and
to the management of the organization for

1. Identify the organization’s strategies
and business objectives

2. Recognize the risk profile for the
organization

3. Prioritization of problems

4. Review existing documentation USnEss

Business >

User _

lo

1. Interview users
2. Analyze support calls

1. Identify of any high risk areas

2. ldentify issues and potential wins
3. Advise an best practice

4. Ensure data model aligns with

Business
processes

BI )
satisfaction /- applications/

o

Includes the analysis
of Bl asset base

approval.

b. Execution of the audit

Another critical component of the Business
Intelligence audit is the issuing of the written
report on the maturity and quality operational
activities of Business Intelligence. Assessment is
made based on standards set forth at the level of
the industry. The Business Intelligence audit
includes assessment of components like: quality
of basic data; information form; availability and
delivery; infrastructure systems, instruments and
software, as well as methods and practices of
project making, development and control [3].
Taking into account the impact of the Business
Intelligence solution in the entire organization,
the audit must be executed at the level of the
organization and not only at the level of the
Business Intelligence application. Therefore, the
execution of the Business Intelligence audit
process entails: @ understanding the business; @
analysis of business processes; © product
development; @ assessment of organization’s
capabilities; © assessment of  Business
Intelligence applications and ® measurement of
user’s satisfaction (figure 4).

1. Investigate and document
current installation

2. Audit current usage

3. Validate licensing and version

Product
deployment

Organizational
skills

1. Review existing Bl organization
and responsibilities
2. Assist in training needs analysis

Fig. 4. Areas analyzed within the audit process (according to [4] and [12])

Business Intelligence Audit may be achieved on
three levels. The zero level presents all areas of
Business Intelligence, the first level (figure 5)
points out all the main components of Business
Intelligence, and the second level of audit (figure
6) entails defining the key assessment features for
each main component. The primary objectives of
the audit of Business Intelligence elements are
the key assessment features, which can be

visualized on the second level [13].

Within the first level, the business informational
component has been decomposed in data and
metadata components. Also, the infrastructures of
the platform have been extracted and presented
separately, as technical infrastructures and as
non-technical infrastructures, so as to allow the
attentive assessment of each part, as separate
entities.
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Data
Integration
Platform

Analytics

Development Platform

Methodalogy

Business
Intelligence
Asset Base

Mantechnical Data

Technical

Meta
Data

Technical

Intelligence
Engine

Fig. 5. Business Intelligence component basis [13]

The main components that can be analyzed in the
Business Intelligence application are [13]:

« The analysis platform, which supports the entire
interface with the user (interrogations, analyses,
reports and online analytical processing).

« Business Intelligence Engine, which collects
data from the multiple source systems, transforms
and interrogates the data in a single easy
accessible information library.

« Data. The Business Intelligence application
involves a complex assessment, starting with the
data source, passing through a series of transition
stages and finally including data into an
information library that is considered the “sole
source of truth” for the organization.

The data integration supports data gathering and
integration from the operational systems and
from other sources. Data are refined, translated
and integrated into a central information library.

Data
Integration
Platform

Analytics

Development Platfarm

Methodaology

Business
Intelligance
Azset Base

Mantachnical
Technical

Technical
. .
Infrastructure Business

Intelligance
Engine

e Development methodology includes the
direction and the way in which information is
gathered, transformed and integrated, plus the
development strategies and the processes used in
the creation of analytic applications, being a
critical element for the success of Business
Intelligence in an organization.

» Metadata. Metadata may be combined with the
primary data in order to be transformed in an
information product. Also, metadata must be
precise, accessible, and closely related to data.

* Non-technical infrastructure. The non-technical
infrastructure is composed of all buildings and
features that are not tangible (contrary to
hardware), but that provide a framework of
consistency, integration and efficient operations
in the interior and within the entire Business
Intelligence components basis. This non-
technical infrastructure includes, for example, all
standards, guidelines, and governing lines, at the
level of service.

» Technical infrastructure. This technical
infrastructure is the first layer of Business
Intelligence architecture and represents the
technical support on which all the rest of the

Business Intelligence system is built. This
technical infrastructure includes hardware,
middleware, operation systems, networks,

database administration systems and so forth.

In the case in which the performance of the data
warehouse and of the Business Intelligence
subsystems presents a problem then the system is
assessed in order for data processing time to be
reduced, without performing major changes in it.

Stewardship

Quality
Data Certification
______ Process _
T

Master Data I Watla
Management . Uata
— A _ Secunty -7 " _# .Hn:hlgfﬂure
Integration

Lavernance

Standards

Fig. 6. The characteristics of the data component [13]
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The objectives followed during this audit are [14]
(figure 7): improving performance of the data
warehouse; improving time of response on
interrogation with data aggregation; a more rapid

loading of the database and data warehouse;
accelerating Business Intelligence applications;
reducing the time of analysis; hardware use and
optimization.

INTEGRATE AND MANAGE THE DATA AUDIT PROCESSES
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Fig. 7. Management Business Intelligence data audit [15]

In order to meet these goals, the following

actions are recommended [15]:

= monitoring correctness of critical data;

= monitoring data accuracy between all
objectives of the Data Warehouse and
Business Intelligence;

= workflow approach in identifying and
solving data accuracy problems;

= establishing data ownership and
accountability;

= monitoring business rules accuracy;

= setting up of statistics related to data

accuracy problems;
= data update control.

c. Setting the audit report

After the execution of the audit, the audit team
shall issue a complete report containing a
revision of the present processes and of Business
Intelligence practice, SWOT analysis,
information for all parties concerned and the
action plan (practical recommendations on the
short term and improvements on the long term).
The action plan shall also contain the necessary
resources, effort, processes, and instruments to
reach the recommended levels. For a clearer
presentation of the gaps, the report may contain
diagrams presenting the present stage and the
target levels (figure 8).
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Metadata Management
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Fig. 8. Assess. Determine maturity and readiness [16]

3 Performance Assessment of the Business
Intelligence Solution Audit

In the good practice of audit processes the
finalization of the audit involves issuing a chart
for the assessment of the audit performance (table
1) and obtaining its confirmation by the audited
structure. Concerning the audit of Business
Intelligence applications, assessment of the audit
performance must allow identification of
deficiencies, initiation of the necessary
improvements for a good development of the
future audit missions and planning of the
professional training actions for the human

resources involved in the use of the applications.
Also, based on this assessment, it shall be
determined the efficiency of the audit in the key
areas covered by Business Intelligence, the
feedback during the audit, the length of the audit,
accuracy of observation, the wvalue of
recommendations of the audit report, the added
value created by the Business Intelligence audit
process.

This audit performance assessment chart has to
be filled by the employees of the organization
who are involved in the activity of the audited
administrative structure.

Table 1. Audit performance assessment chart (excerpt)

No. Assessment

Agree
completely

Disagree No

Agree completely | comment

Disagree

THE AUDIT PROCESS

The audit process was clearly
1 | notified and explained at the
beginning of the audit mission

The objectives and area of audit
have been discussed with the

2 | management of the audited
structure before the start of the
audit mission

The suggestions and concerns of
the management have been marked
and taken into account during the
audit

The management was informed on
4 | the stage of the audit and the
possible problems in the audit

DEVELOPMENT OF THE
AUDIT MISSION
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No. Assessment

Agree
completely

No
comment

Disagree

Agree completely

Disagree

The audit observations have been
1 | relevant for the activity of the
audited structure

Observations and
recommendations from the audit
report help you improve your
system of management and control

INTERNAL AUDITORS

The auditors had the necessary
knowledge on the policies and
demands that affect the activity of
the audited structure

The internal auditors acted in a
professional and open manner

Such assessment shall be executed also for the
audit team in order to be measured the
professional competence of the auditors in a
specific case. In order to ensure the success of the
audit, intelligent dashboards may be used that

would allow identification of problems, detection
and analysis of the causes that determined the
gaps, and visualizing the actions that may be
taken for the purpose of reaching the target levels
(figure 9).
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Fig. 9. Audit. Define your current state, CoE focus, and a roadmap to get there [16]
Measurement of audit performance would lead to  10) to calculate indicators regarding the

better communication of the contribution audit
has to the development of the organization. For
this measurement technological instruments may
be used and may be made data analyses (figure

environment, results, quality, efficiency and the
impact of audit on the organization [17].

Among the categories of measurement of audit
performance, the impact indicators are
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considered the most difficult to quantify. Their
purpose is that of measuring the final results in
the organization in terms of budget, risks, money
recovered from projects. The most used
indicators are: the number of reported problems,
identified losses, income from capitalized

Analysis

benefits, audit cycle, audit cost, achieved
percentage of the audit plan, number of issued
recommendations, and number of implemented
recommendations, reaching the long term quality
objectives and so on.

Scorecarding
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Visualization

Ad hoc Reporting
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Client PC
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Fig. 10. Enable. Evolve your organization from disparate and disconnected to Business Intelligence
competence, then to Business Intelligence excellence [16]

Taking into account the above considerations, we
may say that the efficiency of Business
Intelligence audit is generally dependent on two
main factors: @ the presence of a mechanism for
the examination of audit, having the purpose of
improving the efficiency of the latter and @
quality of observations and their perceived
quality by the audited area / organization.

4 Conclusions

At the end of the first decade of the third
millennium the mankind is going through
powerful transformations concerning the way of
working, communicating, having fun, and of
living in general. We are witnessing a genuine
revolution of the way business is done, a
revolution that started 20 years ago and which
represents a new era, in which the computer
networks and the communication systems have

become a common feature of the daily life for the
majority of people. The possibility of
enlargement of Internet use is stimulated by the
substantial development of various applications
like electronic commerce, distance education,
electronic mail, digital libraries and virtual
communities. The development of these
applications favors speculating on the social
changes generated by the use of internet on a
large scale.

Business Intelligence audit proves its importance
and usefulness in relation with ensuring the
quality of economic activities and processes
within organizations. Through audit processes we
can discover relatively easy the weaker points
and the problems in the parameterization of
Business Intelligence solutions in relation to the
essence of the activity that is the object of
implementation. In this way we can find the
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answers to questions on the time of reaction of
the Business Intelligence solution to data or
information interrogations, the quality of data and
information, the way data are extracted from the
system, the means of visualization, the structure
of the rings of users and of the content trees,
structure of data cubes and of interrogations of
the type aggregation-desegregation or
synthesizing-desynthesizing in the processes of
compatibility of information, etc.

In the end we may state that the enlargement of
audit processes to the level of the new forms of
work and activity that are specific to the
information society — E-Education, E-Commerce,
E-Government, E-Everything — and that involve
an Information Technology solution must
represent a priority for the organizations that
practice such activities. Quality stays one of the
most important dimensions of human activity,
and the audit of information systems specific to
every form of modern activity may be one of the
efficient means of promoting quality.
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